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MANAGER’S EDITION 
The newest offering in the Art of Exploitation series, “Manager’s Edition,” 

is a two-day, non-technical course designed to teach managers of 

information operations how to better understand their mission area and the 

technical people assigned operational tasks. This course focuses primarily 

on exploitation mission areas and the standard methodology for those 

operations. One does not have to be technically elite in order to understand 

or manage these areas. However, a basic understanding of the tactics, 

techniques, and procedures your operators employ is essential for resource 

allocation and communication throughout the organization.

TOPICS
1.	 Information Operations Review

2.	 Legal Concerns

3.	 Pros vs Cons

4.	 Threat

5.	 Methodology

6.	 Manager Challenges
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INFORMATION OPERATIONS REVIEW

Provides a review of Information Operations. 

■■ Different elements of IO 

■■ Goals 

■■ History 

■■ Definitions

■■ Information Assurance 

■■ COMSEC monitoring

LEGAL CONCERNS

Defines computer crime and discusses some of the legal 

documents that should be consulted prior to starting the 

operation. 

■■ Establishing “Ground Rules” 

■■ Establishing a “Code of Ethics” 

■■ Developing target folders

PROS VS CONS

This module discusses some discriminators that set 

professional hackers apart. 

■■ Compared with “Script Kiddies” 

■■ Best practice techniques 

■■ “Rules of the Road”

THREAT

In this module we are going to discuss who some of the threats 

in the cyber realm are and begin to think like the adversary. 

■■ The hacker psychology and motivations

■■ Better understanding of the adversarial mindset 

■■ Better understand the mindset and motivations of 		
cyber terrorists 

■■ Understand emerging threats that we face in the 	
information age

METHODOLOGY

The student will learn the methodology of computer network 

exploitation. The student will also learn the steps one needs to 

take before starting exploitation activity, and what to do after 

exploiting the first target.

MANAGER CHALLENGES

This module brings everything together to help apply 

information from previous modules to a mission.

■■ Support the mission 

■■ Define and/or establish policy & procedures 

■■ Training the workforce 

■■ Accountability 

■■ Operational Controls 

■■ Bottom Line
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